\J Thiét 1ap hé thong va
va phong thu mang tai nha

(De hiéu, de lam)
@ Muc tiéu:
e Phat hién va chan tan cong SSH tir bén ngoai
* Ghi lai thong tin ké tan cong (IP, quoc gia, to chirc, cong
mo)
e Ty dong phan rng, khong can can thiép sau khi cai
(8 1. Cai cong cu can thiét
Trén Arch/Manjaro:
bash

1. sudo pacman -S whois geoip nmap
iptables

2. Tren Debian/Ubuntu:

3. bash

4. sudo apt install whois geoip-bin nmap
iptables

2. Tao thue muc va file co ban
bash

« sudo mkdir -p ~/attackers
e sudo touch ~/network_bans. txt



- 3. Script thu thap thong tin ké tan cong:
intel_report.sh

bash
« sudo nano ~/intel_report.sh

Dan vao:
bash

#!1/bin/bash
METADATA_DIR="$HOME/attackers"

echo "=== Bao cao tinh bao ké tan céng ==="
echo "Ngay: $(date)"
echo mnmin

for ip in $(1ls "$METADATA_DIR"); do

echo "€ 1IP: $ip"

grep -E 'OrgName|Organization|NetRange |
Country' "SMETADATA_DIR/$ip/whois.txt"

grep 'GeoIP Country Edition'
"$METADATA_DIR/$ip/geoip.txt"

echo -n "Cong mé: "

grep -E 'A"N0-9]+/tcp’
"SMETADATA_DIR/$ip/nmap.txt" | awk '{print
$1}' | paste -sd ", " -

echo mui
done

Lam cho script co6 thé chay:

bash
chmod +x ~/intel_report.sh



J 4. Script giam sat va chan tan cong: hybrid_guard.sh
bash
sudo nano ~/hybrid_guard.sh

Dan vao:
bash

#!1/bin/bash
BAN LIST="SHOME/network bans.txt"
METADATA_DIR="$HOME/attackers"

collect_metadata() {
local ip="$1"
local dir="$METADATA_DIR/$ip"
mkdir -p "$dir"
whois "$ip" > "$dir/whois.txt"
geoiplookup "$ip" > "$dir/geoip.txt"
nmap -Pn "$ip" -oN "$dir/nmap.txt"

}

ban_ip_locally() {
local ip="$1"
iptables -A INPUT -s "$ip" -j DROP
echo "$ip" >> "$BAN_LIST"
collect_metadata "$ip"

}

monitor_ssh() {
tail -FnO /var/log/auth.log | \
grep --line-buffered "Failed password" | \
awk '{print $(NF-3)}' | \
sort | uniq -c | \



awk '$1 > 5 {print $2}' | while read ip; do
grep -q "$ip" "SBAN_LIST" ||
ban_ip_1locally "$ip"
done
}

monitor_ssh

Lam cho script co6 thé chay:

bash
chmod +x ~/hybrid_guard.sh

5. Tao dich vu tw dong chay khi khéi dong
bash

sudo nano
/etc/systemd/system/hybrid_guard.service

Dan vao:
ini
[Unit]

Description=Hybrid Guard Surveillance Monitor
After=network. target

[Service]
ExecStart=/home/your -username/hybrid_guard.sh

Restart=always
User=your -username

[Install]
WantedBy=multi-user.target



Kich hoat dich vu:
bash

sudo systemctl daemon-reexec
sudo systemctl enable hybrid_guard.service
sudo systemctl start hybrid_guard.service

("4 Sau khi cai xong:
« Hé thong sé tir giam sat va chan IP nguy hiém
* Ghi lai thong tin dé ban phan tich sau

» Khong can mé may kiém tra moi ngay
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